


Leeds Beckett University Policy on the Secure Storage, Handling, Use, Retention, and Disposal of Disclosures and Disclosure Information

1. Purpose
This policy outlines the procedures for the secure storage, handling, use, retention, and disposal of Disclosures and Disclosure information to ensure compliance with legal obligations and to protect the confidentiality and integrity of sensitive information.
2. Scope
This policy covers all DBS certificates and certificate information held by the University. This policy applies to all staff who manage, access, or utilise Disclosure information in any form.
3. Definitions
· Disclosure: Any information provided to the university regarding an individual's criminal history, safeguarding concerns, or other sensitive data
· Disclosure Information: Any data or documentation that includes personal or sensitive information related to Disclosures
4. Secure Storage
Disclosure information must be stored securely in locked cabinets with strictly controlled access. Access to physical and electronic records should be limited to authorised personnel only. Where certificate information is kept electronically it should be stored securely and access limited to those entitled to see it as part of their duties and only accessed on a need-to-know basis.
5. Handling and Use
In accordance with section 124 of the Police Act 1997, certificate information is only passed to those who are authorised to receive it in the course of their duties.
· Disclosure information must be treated with the utmost confidentiality and respect
· Any discussion regarding Disclosure information must occur in private settings to prevent unauthorized access or breaches
· Disclosure information should only be used for the specific purpose for which it was obtained
6. Retention
Once a recruitment (or other relevant) decision has been made, Disclosure information should be retained only for as long as necessary to fulfil its purpose, in accordance with legal requirements and university policy (7-year retention period). Records should be reviewed regularly to ensure that they are still relevant and necessary.
7. Disposal
Once the retention period has expired, Disclosure information must be disposed of securely.
· Physical Records: Shred or incinerate documents containing sensitive information.
· Electronic Records: Permanently delete files and ensure they cannot be recovered.
8. Training and Awareness
All staff handling Disclosure information must undergo training on data protection and confidentiality policies. Regular updates and refresher training sessions will be provided to ensure ongoing compliance.
9. Compliance and Monitoring
The university will regularly review this policy and its implementation to ensure compliance with legal and regulatory requirements. Any breaches of this policy must be reported immediately to the appropriate authorities within the university.
10. Review and Amendments
This policy will be reviewed annually or as necessary to reflect changes in legislation or university practices.
11. Contact Information
For questions or concerns regarding this policy, please contact the Data Protection Officer at Leeds Beckett University.




